Information Services Check Windows Updates

Ransomware attack — Protect your PC to check you have the latest Windows updates

You may be aware that there is a significant Cyber-attack taking place worldwide, in the form of a
ransomware attack sent mostly over email. Information Services is responding to this to protect the
University IT Systems, however if any Microsoft user has concerns about the security status of their
device please take the following steps:

Check Windows Update
Windows 7/8

Press Windows Key + R as shown below

Type “wuapp”

= Run

=) Type the name of a program, folder, document or
~— Internet resource, and Windows will open it for you.

Open:  wuapp v

QK Cancel Browse...

Click Check for Updates

L Control Panel\All Control Panel Items\Windows Update - O

1 g < All Control Panel ltems » Windows Update v ¢ | Search Control Pane P

File Edit View |80 Help

Control Panel Home

Windows Update
Check for updates
Change settings 3 . .
View update histary r;,j You're set to automatically install updates

Restore hidden updates 2 optional updates are
available

Most recent check for updates: Today at 8:49am

Updates were installed 12/05/2017 at 5:12am.

You receive updates: For Windows and other products from Microsoft
Update

See also

Installed Updates
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Your Windows 7/8 device should always have install updates set to automatic as shown below.

Choose how Windows can install updates

When your computer is online, Windows can automatically check for important updates and install them
using these settings. When new updates are available, you can also install them before shutting down the
computer.

How does automatic updating help me?

Important updates
a/l llnstall updates automatically (recommended) b
Install new updates: |Every day VI at [12:0[} >

Recommended updates

Give me recommended updates the same way I receive important updates
Who can install updates
Allow all users to install updates on this computer

Microsoft Update

Give me updates for Microsoft products and check for new optional Microsoft software when I
update Windows

Software notifications

[] Show me detailed notifications when new Microsoft software is available

Mote: Windows Update might update itself automatically first when checking for other updates. Read our
privacy statement online.

Windows 10:

Windows 10 is a service, which means automatic updates are turned on by default and your PC
always has the latest and best features.

For Windows 10 no user intervention is required.

Symantec Antivirus

Make sure your antivirus product is up to date by opening Symantec and selecting Liveupdate in the
menu options.

Backups

Always use your Q: drive for important documents to ensure that your information is backed up.
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