Queen’s Register of Support Providers
Data and Records Management Policy

As a public body, Queen’s University is required, by law, to manage its records efficiently and securely.  Legislation such as the Data Protection Act 1998 and the Freedom of Information Act 2000 (Section 45 Code of Practice) set out specific requirements in relation to the creation and management of records.  
In line with the University’s Records Management Policy, Queen’s Register of Support Providers Data and Records Management Policy outlines how the Register ensures that the information it generates and uses is securely maintained, managed, stored and disposed of appropriately.. 

For further information on Queen’s Records Management Policy, please see www.qub.ac.uk/home/RegistrarsOffice/UniversityGovernance/FileStore/Filetoupload,261674,en.pdf
Queen’s Register of Support Providers

Queen’s Register of Support Providers is a totally self-financing project.  The Register arranges one-to-one, non-medical academic support for disabled students studying at the University.  The overall aim of the support is to help students develop strategies to overcome the academic challenges associated with their particular disabilities.  Using a network of experienced, locally recruited Support Providers, students are ‘matched’ with Support Provider(s) whose skills and abilities best suit their needs.  All Support Providers on Queen’s Register of Support Providers are self-employed and work on a freelance basis. 

Information

In the course of its business, Queen’s Register of Support Providers compiles and utilizes a range of information to enable the project to operate effectively and efficiently so that disabled students continue to receive high quality non-medical support.  As such, this data supports the Register’s daily operations, including the matching of students with appropriate Support Providers and the processing of Support Provider payment claims.  The information also helps with quality assurance initiatives, streamlining working practices, resolving student/Support Provider queries, with policy/procedure development and with decision making to ensure that the Register remains a fully self-financing project independent of core University funds. 
Documents and Records

The ISO (International Standards Organisation) 15489: 2001 defines a record as “Information created, received and maintained as evidence and information by an organisation or person in pursuance of legal obligations or in the transaction of business”.  A record may therefore be regarded as evidence of a business decision or action and as such, take a variety of forms including emails, electronic files, web pages, databases and paper documents.  A document is a piece of written, printed, or electronic matter that provides information or evidence and as working documents, they may be changed, edited or deleted.  Some documents need to be kept as evidence of business transactions, routine activities or because of legal obligations.  It is only when a document is finalised that it becomes a record. 
Support Provider Records
Information is held about Support Providers on a secure network drive in three main ways:

· A folder is held for every Support Provider from the time that they apply to join the Register to the point where he/she withdraws or following due notification, is withdrawn by the Register.  This electronic record includes a copy of the Support Provider’s application form, interview letters, interview notes, copies of qualification certificates and any other documents relating to the application, together with notes and/or copies of emails where issues have been raised by students, the Register or the Support Provider themselves.  
· Summary information is also held electronically on the Register’s section of the Disability Services database and this includes Support Provider addresses, contact telephone numbers, emails, qualifications, support roles and details of any training courses completed.
· Scanned copies of processed Work Records are also held for a period to allow the Register to follow up any payment-related queries from Support Providers and the students’ funding Boards.

Data Security
The University has in place a number of data security policies that relate to information safety, including the secure handling and storage of data.  These policies are designed to protect not only the data held but the information users themselves and so the policies reflect the various legislative requirements pertinent to data protection and information use/storage.

The Data Protection Act 1998 requires organisations to take appropriate measures, both technical and organisational, to ensure the integrity of the information they hold, to guard against the unauthorised or unlawful accessing of personal information and against accidental loss or destruction of personal data.  Anyone processing or using personal information on behalf of the University must therefore adhere to the Data Protection Principles relating to personal data as detailed in the University’s Data Protection Policy.  For further information on the University’s various security policies, please see the Information Services web site at www.qub.ac.uk/directorates/InformationServices/Services/Security/Support/SecurityPolicies/.  

In accordance with the University policies on data management and storage, Queen’s Register of Support Providers organizes and stores all electronic Support Provider data on a secure University network drive.  All computers connected to the University network are registered with Queen’s Information Services and only authorised users have access to our computing equipment.  As such, the password-protected network drive and database used by the Register is accessible only to authorised staff within Disability Services.  Before being shredded, any hard-copy information is stored securely in locked cabinets until it is scanned and transferred to the network drive where it is stored securely until it is disposed of. 
Record Retention
The various stages of a record’s existence is referred to as its ‘lifecycle’.  Queen’s Register of Support Providers maintains current and semi-current information records.  Current records (up to two years old) are those that are used regularly whilst semi-current records (three to five years old), although still of business value, are used less frequently.  The length of time a record is current or semi-current varies depending on the type of record.  To ensure that the Register continues to run efficiently, to minimise data security risks and to ensure the efficient use of space and resources, any non-current information ie records that no longer have any business value, are destroyed.  The destruction of records takes place in accordance with the below Retention Schedule and is clearly documented. 
Retention Schedule
	Records Held
	Retain 
	Action

	Current Support Provider Folders
	For as long as the Support Provider is working with the Register.
	Maintain

	Non-current Support Provider Folders 
	Until the Support Provider withdraws from the Register or is withdrawn by the Register (because of non-communication, inactivity, incomplete documentation etc).
	Destroy

	Database Files
	Until Support Provider withdraws or is withdrawn
	Destroy

	AccessNI Spreadsheet Entries
	For 5 years
	Destroy

	Non-current University of Ulster Support Provider Records (transferred for the establishment of a Support Register at Queen’s)
	For 3 years
	Destroy

	New Support Provider Application Forms (hard copies)
	For up to 1 year until recruitment process is complete
	Destroy

	Past Support Provider Application Forms (electronic copies) 
	For as long as the Support Provider is working with the Register.
	Destroy

	Interview Schedules / Letters
	For up to 1 year until recruitment process complete
	Destroy

	Match-up letters
	N/A - held within Student folders 
	Destroyed when Student Folder disposed of

	Current Work Records 
	-
	Maintain

	Non-Current Work Records (from previous academic years)
	For 3 years
	Destroy

	Current Referral Spreadsheets
	-
	Maintain

	Non-Current Referral Spreadsheets (from previous academic years)
	For 5 years
	Destroy

	Register Referrals (hard copies)
	For 1 year
	Destroy

	Register Referrals (electronic copies)
	For 3 years
	Destroy

	Non-staff Documentation, NSP Requests for Payment (and associated Work Records)
	For 3 years
	Destroy

	Queen’s Supplier Work Record Payments
	For 3 years
	Destroy

	Annual Support Provider Survey Results
	For 1 year
	Destroy

	Annual Student Survey Results
	For 1 year 
	Destroy

	Summary Statistics (do not contain personal information)
	For the lifetime of the project 
	

	Invoices for Non-Medical Support Reimbursement (with relevant Work Records attached)
	For 3 years
	Destroy

	Invoices for Administration Fees (do not contain personal information)
	For 3 years
	Destroy


Further Queries
If you have any further queries, please see our web site or contact Register staff for further information at:

Queen’s Register of Support Providers 

Disability Services, Student Guidance Centre

Queen’s University

Belfast, BT7 1NN 

Tel: 028 90 972727 

Email: supportprovider@qub.ac.uk 

Web: www.qub.ac.uk/directorates/sgc/disability/SupportProviders/ 

