 PRIVACY IMPACT ASSESSMENT

DATA PROTECTION AND PRIVACY COMPLIANCE

 [Project / System Name]


1. BACKGROUND 
1.1 The purpose of this initial questionnaire is to collect information in a structured form about a new or changed project or business process or IT system which involves personal data.  This will allow the organisation to work with the Information Compliance Unit to form a view of the privacy impact, identify any areas of data protection or privacy risk and determine what compliance risks are involved, steps should be taken to deliver compliance or further level of investigation is required. 

1.2 If the organisation has any doubts about whether an assessment is required it should discuss the question with the Information Compliance Unit.  
1.3 Where a question is not relevant please explain why. 

1.4 This initial questionnaire may form part of a larger privacy impact assessment. The purpose of a privacy impact assessment is to: (i) identify and manage risks, (ii) avoid unnecessary costs by dealing with data protection or privacy related problems early, (iii) maintain stakeholder trust and (iv) meet legal requirements. 
1.5 The response should be shared with the Information Compliance Unit who will work with the business to evaluate what personal data is being processed by the project and whether its collection and use is compliant with relevant legislation. 
1.6 If any of the questions can be answered by reference to a policy or document please provide the document and state which parts are relevant to the question. 
Identify relevant stakeholders for the purpose of this assessment - IT (Engineers, Developers and Designers), Procurement, HR, Suppliers, Data Processors, Marketing, [others]

	Questions
	Comments/references to existing    documents

	Background

	Project name
	

	Person answering this questionnaire, position, involvement in the project and contact details


	

	Date
	

	Please provide a description of the Business Process /Program/System/Technology being assessed. Please explain if this is new or is a change to an existing project, system or, technology.  If it is a change to a current situation describe the current system or program and the proposed changes.

	

	What is the business purpose/objectives of the project?


	

	Does the project collect personal data*? 
*"Personal data" means any information relating to a identified or identifiable person – an identifiable person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person.


	

	What categories of personal data are processed in the system?

Please state any "special categories" of personal data that you are processing. Special categories of personal data covers racial and ethnic origin, political opinions, religious or philosophical beliefs, trade union membership, genetic data, biometric data for the purpose of identification, health data, sexual life or sexual orientation.

	

	Approximately how many individuals are covered in the database? 


	

	What is the functionality of the system? What does it do?


	

	Does the project involve the use of existing personal data for new purposes? Please provide details of any new uses of the personal data. 


	

	Does it link to other systems? If so which ones and why?


	

	Where does the personal data come from? How is it collected and from whom?
Does it take data feeds from other systems or pass data through to them? 


	

	How is the personal data used?
	

	Who will have access?
	

	Where geographically is the personal data located?

	

	Will the personal data be transferred to any other location?  If so, please confirm where.


	

	Which legal entity owns and controls the system and the personal data?


	

	Is there a contract in place with that third party?

	

	Are any decisions affecting individuals made solely on processing by automatic means? if yes, please provide details. 


	

	Does the project involve passing personal data to other group companies or linked entities? Please explain flow of personal data.


	

	If the personal data comes from or goes to other entities are there contracts or other documents  in place which cover this, for example data processor contracts or confidentiality contracts or intra-group agreements or protocols?

 
	

	Does the project involve direct marketing to an individual? If so please provide details including whether this is by e mail, mail, SMS, telephone or fax.

	

	Does the project involve passing personal data to a third party or allowing a third party (not a linked entity such as a group company) to handle personal data on your behalf ? If yes please provide details.

	

	Are you transferring personal data to a country or territory outside of the European Economic Area ("EEA")? What are the types of data that are transferred (eg contact details, employee records)? Is any of this special categories of personal data? Please provide details including to whom the personal data is being sent and the country in which they reside.


	

	Please explain why personal data are being transferred outside the EEA if this is the case. 
	

	Please provide details of any previous privacy impact assessment or other form of personal data assessment done on this initiative (in whole or in part).


	

	Are you aware of any particular privacy risks associated with the use of the data? For example that it could be used in ID fraud or might be of interest to the press


	

	Have you faced any previous problems with data protection or privacy compliance in respect of this or similar projects from which lessons can be learnt? 


	

	Processing of personal data

	Please explain why the project needs to involve the processing of personal data. Is it necessary to process all the personal data in order to achieve the project's objectives, could only a restricted amount of personal data be used or none at all (i.e. anonymous)?


	

	How are individuals informed of uses of personal data? Please give examples of notices where possible. 


	

	Have individuals have been informed of any new use/purpose or the possibility of this new use ?

	

	Management of personal data 

	Are procedures in place for maintaining a comprehensive and up-to-date record of use of personal data? If yes please explain how and how often this is done and whether this is done by you or a third party.


	

	Do you have a policy on disclosures of personal data within your organisation / to third parties in general/for this project? If so please provide. 


	

	How are staff made aware of this policy/instructed to make disclosures?  

	

	Has any assessment been carried out to ensure that the personal data that is collected and/or used in the project is adequate, relevant and not excessive for the purpose it is used? If yes please provide details. Will this be reviewed periodically, if so how often?


	

	How do you ensure all personal data used for the project is accurate and up to date? How often will this process be carried out? Please provide details.


	

	What are the criteria for determining retention periods of personal data and how often is this reviewed? Who is responsible for this area? Is any personal data deleted? Is there any guidance or policies in place on retention and deletion of data? Who has access to these policies? Please provide details.

	

	If automated decisions are made what will be the procedure(s) for notifying an individual that an automated decision making process has been used?

	

	Is the project subject to any statutory / sectoral requirements on retention? If yes please state relevant requirements. 

	

	Does the project allow individuals to request to see or amend their personal data? If yes please provide details of how.


	

	If the project involves direct marketing please provide details of how the information is obtained, processed and how individuals can prevent such marketing?


	

	Third parties

	Does the project use personal data obtained from third parties? If yes please explain the nature of the personal data and what it is used for. Please explain if and how such personal data is segregated from personal data collected by you directly from individuals.


	

	What reasonable steps did you take to ensure that the any third party handling personal data complies with data protection requirements? How did you assess their data security measures? How do you ensure that they comply with these measures? Is there an on-going procedure for monitoring their data security measures? Please provide details.


	

	Security

	Is there a Data Security Policy? If yes please provide, if no, please indicate why not. If yes, who/which department(s) is responsible for drafting and enforcing the Data Security Policy within the organisation?


	

	Does the level of security that has been set take into account the state of technological development in security products and the cost of deploying or updating these?


	

	How are staff authorised to access the data and how is access restricted? 


	

	What are the procedures for monitoring compliance with the Data Security Policy within the organisation?


	

	Do staff work from home?  If so, is there a policy for BYOD and/or home working?  
	

	How are physical files held? Are there any relevant policies for ensuring safe management of physical files?
	

	How are physical files disposed of?
	

	Confirm details of IT security audits – how often are they performed and by who?
	

	Are all relevant devices encrypted?
	

	Unauthorised or unlawful processing of data



	Please describe security measures that are in place to prevent any unauthorised or unlawful processing of:

(a)
Data held in an automated format (eg password controlled access to PCs)

(b)
Data held in a manual record (eg locked filing cabinets)?
	

	Is there a higher degree of security to protect sensitive personal data from unauthorised or unlawful processing? If yes, please describe the planned procedures. If no, please indicate why not.


	

	Please describe the procedures in place to detect breaches of security (remote, physical or logical).

	

	Please describe risk management procedure in place to recover data (both automated and manual) which may be damaged or lost. 
	

	Transfers of personal data 

	Have any safeguards been put in place to protect personal data being transferred outside of the EEA?


	

	Has the party to whom the data is being transferred been subject to a due diligence exercise to determine their security and handling of personal data to ensure compliance with your standards and the GDPR (whether the third party is inside or outside the EEA)?


	


	Risk
	Action
	Responsibility
	Review/Update

	
	Review against Article 29 Annex 2 checklist
	Information Compliance Unit
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