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Introduction

This document provides guidance on how HSC staff can encrypt email when it
is being sent to a Recipient outside the HSC and GP networks.

Encryption must be applied to any content that is deemed sensitive or
contains patient information.

Examples of sensitive and personal information include but are not limited
to:-

copies or extracts of data from clinical systems;
commercially sensitive information;

contracts under consideration;

budgets;

staff reports;

appointments — actual or potential not yet announced;
disciplinary or criminal investigations.

Personal information is further defined by the Data Protection Act (1998).
Pre-requisites

1. The Recipient’s organisation MUST allow encrypted attachments
through their quarantine procedures. The Recipient would need to
check with their IT team. If the Recipient does not receive an email it
may be trapped by their Email Quarantine service.

2. The Recipient requires Adobe Reader V9 or later to open the pdf files
that are encrypted. To view the attachments, the Recipient
may need to toggle the Navigation menu on by pressing
F4. Other pdf readers may work but are not supported.

3. Procedures should be agreed between the Sender and Recipient on
how the service should be used i.e.

e Test the process is working as expected before sending the first
sensitive/personal data.

e All sensitive/personal data to be in an attachment rather than the
body of the email and the attachment extracted from the
email on delivery. This removes the need to retain passwords
for old emails

e Acknowledgement of receipt.
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Caveats

1. An encrypted email exchange must be initiated from within the HSC.
2. It will not encrypt email between HSC organisations including the GPs

and RQIA (hscni.net and n-i.nhs.uk).

3. It will encrypt email between an HSC organisation and the following
exceptions to the general rules listed below in Caveat 4

Mail domain Description

@nissa.gsi.gov.uk Social Security Agency GSI accounts
@ir-efiles.gov.uk HM Revenue and Customs
@lisburncastlereagh.gov.uk | Lisburn & Castlereagh City Council
@phe.gov.uk Public Health England
*hcn.n-i.nhs.uk H&C Number server monitoring
@walthamforest.gov.uk Waltham Forest Council

@nfi.gov.uk National Fraud Initiative

4. The following email domains are not routed through this service and
therefore not encrypted by it:

Mail domain Description

*.hscni.net HSC email domains

*.n-i.nhs.uk HSC legacy mail domains and GPs

*.nhs.uk Mainland NHS organisations

@nhs.net NHS mail

*.cjsm.net Criminal Justice Secure Mail

*ni.gov.uk Northern Ireland Government Departments

*nigov.net Northern Ireland Government Departments

*.gov.uk Mainland Government Departments

*.gsi.gov.uk Government Secure Intranet

*.hmrc.gov.uk HM revenue and Customs

*.nihe.gov.uk NI Housing Executive

@ccea.org.uk Council for the Curriculum, Examinations
and Assessment

@hiainquiry.org Historical Institutional Abuse Inquiry

@sportscouncil-ni.org.uk | Sports Council NI

@ihrdni.org Inquiry into Hyponatraemia-related Deaths

@nipso.org.uk Office of the NI Public Services
Ombudsman

* police.uk All UK Police forces

5. The password applied to an encrypted email will always remain
the one the Recipient had set at the time the email was sent.
Therefore if a Recipient resets their HSC Encrypted Email Service
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password they must use their old password to open old encrypted
emails. If the Recipient forgets their password they will not be able
to access old encrypted emails.

6. Certain file types cannot be opened by Adobe Reader when attached
to encrypted SPX email messages. These file types include but are not
limited to:

*.exe — executable files
*.zip — compressed files
*.bat — batch files

*.dll — dynamic libraries
*.class — java class

7. The size of attachments is restricted to 10Mb for all HSC organisations.

Notes on Current Configuration

1. The service has the ability to automatically encrypt emails if certain
criteria are met. Examples of these are:
Specific Sender,
Specific Recipient,
Email or attachment contains Health & Care numbers,
Email or attachment contains postcodes,
Email contains a certain phrase or word.
Please contact HSC ICT Security Manager

(ictsecuritymanager@hscni.net) at BSO ITS ICT Security if you want
to discuss adding automatic encryption rules.

A Worked Example

In this example the
Sender email address is Michael.harnett@hscni.net and the
Recipient email address is secteam304@gmail.com
Sections 1, 2, 3, 16 and 17 below apply to the Sender.

Sections 4-6 below are only completed the first time a Recipient receives an
encrypted email from an hscni.net email address.

Sections 7-11 below show how a Recipient opens an encrypted email.
Sections 12-15 below show how a Recipient replies with an encrypted email.

Sections 18-19 below shows how a Recipient can reset or recover their
password.
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1. Sending an Encrypted Email using the manual process

The encryption of all external email is not automatic as the vast majority do
not need to have encryption applied and could potentially increase the
management overhead for the Email teams of the Recipient organisations.

To manually encrypt an email, the Sender creates a new email and includes
[ENCRYPT] in the Subject line (see Figure 1). The square brackets [ ] are
required.

To.. secteam 3Ifl—1@|:|ma.il.c|:|m:
B [ ] -
-Cc...
Send ; -
Subject [EMCREYFT] | Mew list of patient information

Attached: | B8] pemo Data.ls (12 KB)

Hi

This is the latest list and it will be encrypted.

Security Team

Figure 1

2. Sending an Encrypted Email using the Outlook Add-In

This requires your organisation to have deployed the Outlook Add-in for the
Secure Email Service. This will appear as a menu option or icon when you
create a new email.

By default all new emails will have the encryption turned off and the icon will
appear as Figure 2.

When you click on it to apply encryption is changes to highlight its selection as
in Figure 3.

[g

Encrypt |Encrypt]|
Sophos s Sophos Ta
Figure 2 Figure 3

If encryption is selected in error, clicking on the Encrypt icon again will turn it
off.

Note: This does not encrypt email sent to other hscni.net email accounts.
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3. Confirmation to the Sender of Encryption

Within a few minutes the Sender will receive confirmation that the email will
be encrypted — see Figure 4 as an example.

From: no-reply@hsoni.net St
To: Michael Harnett

Co

subject: Re: [ENCRYPT] - Mew List of patient information

Your message to "secteam304@gmail.com” (secteam304i@gmail.com) was successfully encrypted.
SOPHOS

Figure 4

4. Recipient Registering with the HSC Secure Email Service

The first time the Recipient is sent an encrypted email from an HSC email
address using this service, the Recipient must register their email address
with the HSC Email Encryption Server.

To do this, the Recipient will receive an email with contents similar to Figure
5.

To register with the service, click on the here link, circled in red in Figure 5.

If the email program does not support active links, then copy and paste the
link circled in into your internet browser.

Secure Email Registration Request from Health Social Care (Northern Ireland)

Michael Harnett to me 319 PW (1 minute aga) Reply

Secure Email Registration Request from Health Social Care (Northern Ireland)

michael Harnett (MichaelHarmett@hscninet) has sentyod an encrypted message. Before you can receive and view this email you will
need to register with a password by clickin

Afteryou have completed the registration, you will be able to view any future encrypted emails using the same password that this sender
or other senders from Health Social Care (Northern Ireland) right send you in the future.

Miode i your w@i! pogras does ot suopodt Foifue ks, you can egister Ay cooying Fr0 pasting the texdt delow into vour intemet Amweeer

https:iise curem ail. hseni. netire giste 001 U2 Fsd Gvhei 182 oL O MF 3K i BwmbS v ativ 1 rl US4 UtA- g h b DE XA

The imfomralion contained in this erail ard any altachments (s confdentiz! amd inferded solely forthe shention amd wee of the ramed adde ssee 5. Ao
confdertizlity orpivilege is waived orlost by ary mistensiission. ¥ you e qof the intended ecipient of this enail, please infom the sender by ehimm
enai! amd destoy all copies. Ary wiews or opinions preserhed ae solely those of the author and do mot recessad!y moesent the wews of this Heaith Social
Came (RS hody, The corbent of enails sent 2rd meoeived wa the H5C retword may be momitored forthe puposes of ersudmg comaliance with H5C policies
ard pooedues. While the HEC takes precaulions in searming oulgoing emails for comouber vwrses, 7o mesoorsibility will be gecepled by this S50 hody in
the event that the enzil iz infected by 8 computer vims, AN enails feld Ay dhis K50 hod v way be sulyect to public disclosue urderihe Fesdos of
Arformation Aot 2000,

‘.1 ohotspx | SOPHOS

Figure 5

NOTE: A Registration Reminder email will be issued after 5 days if
registration has not taken place.
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NOTE: After 10 days the Recipient will not be able to register to receive the
email, the email will be deleted and the Sender notified.

NOTE: The Sender is notified when the Recipient has successfully registered.

5. Recipient setting their password

This will open the default internet browser, i.e. Internet Explorer, on the
Recipient’s PC and Figure 6 is displayed.

The Recipient then completes the Password and Confirm Password fields.

The complexity of the password required is displayed in the Password
Requirements box.

NOTE: The @ changes to a “/ when the password meets the password
requirement. All three need to change to *# before the Recipient can proceed.

The Recipient must then select 3 questions from the drop down list in the
Password Reset/Recovery section and enter 3 answers. This will allow the
Recipient to reset or recover their password if required at a later date without
having to contact the BSO Service Desk.

When all fields are completed the Recipient can then click on the Register
button to complete the process.
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Email Address:
Passworil:

Confirm passwori:

m Health and Social Care
/} in Northern Ireland

Set your password below to access secure emails you have been sent.

secteam304@gmail.com | Password Requirements:

Q Fasswords must he 8-32 characters in length

| (D Paszwords must be alphanumeric

| (3 Passwords must match

—Password Reset/Recovery:

FPasswaord guestions and answers must he unigue. Answers must contain at least 2 characters.
Guestion 1: | Flease choose a question v|
Answer: | |
Guestion 2: | Fleasze choosze a question v|
Answer: | |
Question 3: | Please chonse a question v|
Answer: | |
Fegizster

e —————————

l

SDPHDS]

simply secure

Figure 6

6. Registration confirmation

When the registration has been successfully completed, the Recipient will

receive a notification as in Figure 7.

This internet browser window can be closed.

You have successfully registered your password.

Success!

You will receive your encrypted message shorthy.

Mowe that you are registered, use your passwaord to open all
encrypted messages from this sender.

You can now cloge this window,

Figure 7
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7. Recipient receiving the encrypted email

The Recipient will now receive another email which contains the original
content from the Sender - see Figure 8.

To access that content, the Recipient should click on the PDF logo at the
bottom of the message, circled in red in Figure 8.

[ENCRYPT] - New list of patient information

Michael Harnett to me 8:17 A (24 minutes agn) & Reply

Encrypted email notification from Health Social Care {Northern Ireland)
Encrypted email message from Michael Harnett (Michael.Harnett@hscni.net)

This email contains a message that has heen sent as an encrypted PDF document in order to ensure the secure delivery of its contents.

Open the encrypted PDF attachment to view your secure message.

To access this message, you should open the attached POF using Adobe Acrabat Reader version 7.0 or higher. In order to view its
contents, you must enter the password thatwvou should have already set during the registration process.

If you have any problems viewing the encrypted message or do not know your passwaord, please contact the sender ofthe message.

Nobe that Adobe Acmbat way mafict gecess bo cedain ahachment types. K ihiz iz the came, you will reed to infome the odgina! serder 2nd wake altemative
FTRTGE AT,

If you'we forgotten your pasamard, vou can reset or recover it here,

Niate i your wai! pogEs does got sugood Folive ks, eset or meorer your ggsswom By cogwimg oo pastieg dhe bexd below irto your irtemed howser

hitps:iicecuremail.hseni.net’potaliU2 Fad 301001 Qhiyd g wh  HRT Cie HIR B2 noSGs<Qma2 m 75k Py wnd tQkhoZ g R p FJ S BEy 3 i3 X GR=3 - Zwnd)

Click here to change yvour pasaord.

Niate i your wai! pogEas does got sugood Fobive Neks, change yourpaeswor By coaying amd pastieg the text below irto yourrinbemet hmwser

https:iizecuremail.hseni.net’p artal/U2 Fed GWCA 2 vz ha0-223 17 ZfEQwC ] IGu Nk 0 gp Ko O 5535 2202 IzBte F1AG T Sxiba0p  hwljguWEh U rB gkt i

The imfomration contained v thiz email amd ary atachaents iz confdentiz! and inhended solely for the attention and vee of the named addmeszes ). Ao
corfidertiality orpivlege iz waived orlost by 2oy aistansaission. § you ae qoi the interded meipfent of thiz email, pleases inform the seqder by mteam
email and destoy 3N copies. ARy wews or opinions preserted am solely those of the author ard do nof receszan!y moresent the views of thiz Health Social
Care (HI3C) hody. The cortent of emails semt and meedved wa the HSC metwork may be momidored forihe peposes of erseing comaliance with H5C policies
Frd pocedues. While the HEC takes pecautions v scanming owtyoing emails for comouter wses, mo mesporsibility will de Focepted by this 50 hody in
the evert that the email iz infected By 3 computer vius, AN emails held by this H5C hody may e sufyect to puhlic disclosue erder te Freedom of
infomation Act 2000,

0s SPX | SOPHOS

Michael.Harnett_2011-11-22084135.pdf
Tk Wiew Download

Figure 8

8. Recipient receiving the encrypted

The Recipient will then see a File Download window on their screen — see
Figure 9.

Click the Open or Save button to progress.
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X

File Download

Do you want to open or save this file?

L Mame: Michael.Harnett_2011-11-21-152828.pdf
o Type: Adobe Acrobat Document, 376KE

From: mail.google.com

Open ][ Save ]| Cancel |

I i | YWhile files from the [ntermet can be uzeful, zome files can potentially
g harm pour computer. If you do not trust the source, do not open or
= zave thiz file. What's the rigk?

Figure 9

9. Recipient enters their password

The Recipient enters the password they registered in Section 3 above, in the
Password window — see Figure 10.

Then click the OK button.

Passworid E|

"j ‘Michagl,Harnetk_2011-11-..." is protected, Please enter a Document Open Passwaord,

Enter Password: |

(] 4 l [ Cancel

Figure 10

10. Recipient accesses the decrypted email

Attachments may be found at the bottom of the PDF or in a column to the left
of the content, depending on the version of Adobe Reader used — see Figure
11.

TIP: F4 toggles the Navigation pane on the left
hand side off and on. If you cannot see the
paperclip icon press F4.

NOTE: To remove the need to constantly re-enter the password for the PDF,
the attachments can be saved to the Recipient’s file store.
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#8 Michael.Harnett_2011-11-21-152828. pdf (SECURED) - Adobe Reader =03
File Edit Wiew window Help *®

TENe M | () f2 ‘ (=) -|- | | S Gz | R4 Tools Comment

Attachments [ |

v (é Open (ﬁ &s From Michael Harnett <Michael Hamett@hscni.nets
To il.com'™ < 304@gmail com=
Mame Subject [ENCRYPT] - Mew list of patient information
E_I]Damo Data.xks Aftachments 1

) [B

©

"This email is covered by the disclaimer found at the end of the message.”

Hi
This is the latest list and it will be encrypted.

Security Team

"The information contained in this email and any attachments is confidential and intended solely for the
attention and use of the named addressee(s). No confidentiality or privilege is waived or lost by any
mistransmission. If you are not the intended recipient of this email, please inform the sender by retum email
and destroy all copies. Any views or opinions presented are solely those of the author and do not
necessarily represent the views of HSCMI. The content of emails sent and received via the HSC network
may be i for the of il i with HSC palicies and procedures. While
HSCHNI takes precautions in scanning outgoing emails for computer viruses, no responsibility will be
accepted by HSCNI in the event that the email is infected by a P wirus. Recipients are

encouraged to take their own precautions in relation to virus scanning. All emails held by HSCNI may be
subject to public disclosure under the Freedom of Information Act 2000."

Figure 11

11. Recipient replies with an encrypted email

The Recipient clicks on the Reply button and Figure 12 may be displayed
depending on the security settings within the Recipient’s organisation.

Click on the Allow button to progress.

NOTE: By ticking the Remember my action for this site box, this action will
not be required for further emails from this service.

Security Warnning E'

The document is trying to connect to:

! htkps: [ fsecuremail. hscni, ek
Do ol krusk hsecni,mety? IF you trusk the site, choase Allow, IF vou do nok brust
the site, choose Block,

[«|Remember this action for this site for all PDF documents:

Help Allow l [ Block, ] [ Cancel

Figure 12
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NOTE: The Reply functionality to a particular email is 30 days from the date
of issue. Please request another secure email from the Sender if it is beyond
the 30 days and your response contains sensitive information.

12. Recipient composing reply

Enter the content of the reply as normal — see Figure 13

m Health and Social Care
/) in Northern Ireland

From: secteam304@gmail.com

To: Michael Harnett <Michael Harnett@hscni.net=

Subject: Re: [SECURE REFPLY] [ENCRYFPT] - Wew list of patient information
This is my reply

|

[ Send ” Aftachments ]Send IMe 3 Secure copy Change password

———SSSSSSSSSSSSSSSS——————————. ]

sophos SP){ SC‘JPHQS.]

Figure 13

13. Recipient adding attachments

To add an attachment, click on the Browse button and navigate to the file to
be attached as per the normal operating system browsing method.

Once selected, click the Upload button. This will display the uploaded file in
the Attachments column — see Figure 14.

Repeat this process for all files that need to be attached.

Click the Done button to return to email.
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Select attachment Attachments

|[ Browsge... ]

1. [ ZDemo dataxs (13.624KE)

Figure 14

14. Recipient sending the encrypted reply

The attachment added from Section 13 is displayed.

Click on the Send button.

Unselect the Send me a secure copy if a copy is not required.

NOTE: This service does not save a copy to the Sent Items folder, therefore

if confirmation that the email was sent is required, this box should be left
ticked.

From: secteam102@gmail.com
To: Michael Harnett =Michael Harmett@hscni.net=
Subject: Fe: [SECURE REFLY] [EMCRYPT] Mew list

Attachments: =IDemo dataxls

This is my reply.

h

[ Send ” Attachments ]Send IME 3 SECUre copy Change passwaord

Figure 15

15. Recipient receives sent confirmation

The Recipient will receive a confirmation window if the message is sent
successfully — see Figure 16.
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Success!

Your secure reply has been sent successfulhy.
The recipient of your message will receive it shortly.

You can howe close this window.

Figure 16

16. Sender receives confirmation the email is encrypted

When the Sender’s email is encrypted, i.e. includes [ENCRYPT] in the subject
line, a confirmation is received to say it was successfully encrypted — see
Figure 17.

NOTE: This email will not be received until the Recipient has registered with
the HSC service. Therefore there will be a delay in receiving this confirmation
when sending to a Recipient for the first time.

Sent: Mon 21/11,/2011 15:2

From: no-reply @hscni.net

Taoe Michael Harnett

Ce

Subject: Re: [EMCRYPT] - Mew list of patient information

b1

Your message to 'secteam304@amail.com’ (secteam304@amail.com) was successfully encrypted.

[ sophos SPX SOPHOS ]

Figure 17

17. Sender receives reply from Recipient

Replies received from the Recipient will be decrypted automatically by the
HSC Encrypted Email Service and then forwarded into the Sender’s mailbox —
see Figure 18.

Sent: Mon 21/11/2011 15:52

From: secteam304@gmail.com

To: Michael Harnett

Cc secteam304@gmail.com

Subject: Re: [SECURE REPLY] [ENCRYFT] - New list of patient information

| Message | @Demo Data.xls (12 KB}

This is my reply.

Ty

M

Figure 18
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18. Recipient resetting the password

If a Recipient believes their password to be compromised they can reset it
using the appropriate link from a previously received encrypted email from the
HSC Secure Email Service.

The links are found in the body of email — see Figure 19

NOTE: The Recipient can only use an email sent to them as the links contain
references to their email address.

NOTE: All previous encrypted emails will still require the old password
to open.

Click here to change your pasamord.
Miode: i your wail pmograa does eol seopod ckive inks, change yourpassword by coaying ard pasting the text below into your irtemet hmwseer

hitps:tisecuremail . hseni.net/portal/U2 Fsd G0 S vzO 0-sea 17 2] EQwC IS ukd O g p Ko DZHG S 25 2202 1zBte 7 | Aq T Sxlbg0p  heljguZh LB gkt

Figure 19

To change the password, click the appropriate link, enter the Current
password, and then the new password in the Password and Confirm
Password fields — see Figure 20.

Email Address: Password Requirements:

Passwords must he 8-32 characters in length
Passwoaords must be alphanumeric
Passwords must match

Current passworil: |4 essssssssns

Password: ssssssses

Confirm passworl! | ,eeeesess

Figure 20

Once the password criteria are meet i.e. all have a *# against then, click the
Change Password button to complete the process.

The Recipient can also update the password change/recovery questions
by ticking the box — see Figure 21.

Update password changelreset questionis)
Password Reset/Recovery:
Fassword questions and answers must be unigue. Answers must contain atleast 2 characters.
Question 1: In what city did vou meet your spouszelzignificant ather? %
Answer: <use existing answer>
Question 2: What street did you live on az a child? b
Answer: fuze exizting answers
Question 3: What iz the name of the company of wour first job ? hd
Answer: “use existing answer>
Figure 21
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The Change Password button will remain greyed out until all 3 answers are
entered.

NOTE: The previous answers can be re-entered.

Notification will be displayed when the password has been successfully
changed — see Figure 22.

Success!

Your password has been changed successtully.
Llse yaur new password to send ar receive future secure emails.

U can now close this window,

Figure 22

19. Recipient recovering the password

If a Recipient forgets their password they can recover it by using the
appropriate link from a previously received encrypted email from the HSC
Secure Email Service.

The links are found in the body of email — see Figure 23

NOTE: The Recipient can only use an email sent to them as the links contain
references to their email address.

If you'we forgotten your pasaword, vou can reset or recover it here.

Alode: i your wail pmoges does tof seapot golive Yeks, eset or mecouer your 03 sswom Ay coaying 2ed paasting the text below into yourirtemet hmwser:

hitps:fise curemail. heeni.net’p orta /U2 F d GWle ] Qg vh R Cfde HIRIBZ nodEis: 0 m a2 m @ G ZabekE o bn kb ) g Bp P S Bfwa 2 B3-Sty

Figure 23

The following window will open in the default internet browser — see Figure
24,

To reset or recover your password...

Warify that the ernail address below is yours, click 'Send password question’, and follow the instructions.
Email Address:

[ Send password question(s) ]

Figure 24

Click on the Send password Question(s) button to send them to your email
address. On successful completion a notification will be displayed in the
internet browser — see Figure 25.
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Success!

You will receive your password question and instructions shortly.
ou can now close this window,
Figure 25

The Recipient will receive an email with a link to preset questions — see
Figure 26.

SPX Password Recovery Request Information from Health Social Care (Northern Ireland)

Encryption Service no-reply@hscninet to me 10:47 AM (3 minutes ago) Reply

Images are not displayed.
Display images below - Always display images from no-replyi@hscninet

Encrypted email notification from Health Social Care (Northern Ireland)

Arequestwas received forthe passward question(s) for opening secure messages sent hetween Health Social Care (Morthern
Irelandy and your ermail account,

Cli-:kto answer the question(s) and reset or recover your password.

Mode i youwrwail pmogree does o sugoodt Fobire lieks, you car meeet orecover yooraFsswom By cogwing 2od gFstieg e text Aedow inbo yowr wed hmwser

https:iise curemail. hscni.netpota VU2 Fed 300123t Tug Gjponn onlSvWgekF U Blhvrgziulb quiSupSUCEBNKbU Y ZHOp 9 uFIRWE T SLOY

sophos SPX SOPHOS | email_footer_right.gif
Y y re BH Wiew Download

Figure 26

A new internet browser window will open to allow entry of the answers to the

preselected questions and the option to recover or reset the password — see
Figure 27.
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Answer the password question{s} to reset of recover your passworil.

Email Address: secteam30d@omail.com

Cluestion: Inwehat city did you meet yaur spouselsignificant other?
Answer:

Cluesticn: What street did you live on as a child?

Answer:

Cluestion: VWhat is the name of the company of your first jokh?
Answer:

O Reset my passwori
Create a new password to replace a forgotten passwoard. This will not allow you to access previously
received secure mail thatwas encrypted with old passwords.

& Recover my password

Retrieve yaur forgotten passward. This will give you access to all previoush received secured mail that
was encrypted with this password.

Figure 27

Enter the 3 answers, select Recover my password and click the Submit
button.

NOTE: When an answer is entered incorrectly, the screen will be reset and
Invalid answer will be displayed in place of Answer the password
guestion(s) to reset or recover your password.

The screen will display a temporary one time password (circled in red) that the
Recipient will need to use to open a new encrypted email that will contain their
password — see Figure 28.

Success!

Passwaord recoveread successiully

ou will receive an encrypted message containing your passwiord
shorly.

Use the following temporary password to open the message:

fri3u9zs

Yau can close this window after you've successfully recovered your
password.

Figure 28
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The Recipient must now open the email with a subject title - SPX Password
Recovery Request Information from Health Social Care (Northern
Ireland)

Open the attached PDF attachment — see Section 7 for further details if
required.

The PDF will contain their password.

NOTE: It is recommended that this message is deleted immediately after the
password has been confirmed.

When the Recipient cannot recall the password and the password questions,
the password enrolment process can be re-initiated by the BSO-ITS Security
Team. The Recipient should log a request with the BSO ICT Service Desk
(see Section 20 for details). The Recipient will then receive a new SPX email
that will allow them to register again.

20. Expiration Dates for Emails and Accounts

After 90 days unused Recipient accounts/passwords will be deleted. The
Recipient will need to register again for any new email they receive.

After 90 days the Recipient will not be able to make a secure response. A new
encrypted email will need to be sent from the Sender.

After 15 days the email will be deleted if the Recipient has not registered. A
notification is forwarded to the Sender informing them of this. A new
encrypted email will need to be sent from the Sender if needed.

21. Who to contact if there are problems

If you are experiencing issues or have any queries about the HSC Secure
Email Service you should contact the BSO ICT Service Desk (Tel: 028 9536
2400 Email: supportteam@hsci.net).
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