EEECS Summer Research Internships
School of Electronics, Electrical Engineering and Computer Science
Internships Summer 2020
	Proposed Project Title:  Encrypted Computations: deploying and advancing homomorphic encryption


	Principal Supervisor:     Ciara Rafferty


	Project Description: 

Homomorphic Encryption is an advanced form of encryption that allows computations on encrypted data, without the need to decrypt.  Such a strong encryption technique would be desirable in a multitude of sectors, from finance to healthcare and ultimately to enable privacy-preserving cloud and multi-party computations. Ongoing research into HE schemes has resulted in promising HE cryptosystems, but more research is needed to ensure these schemes are practical, efficient and deployable in real time scenarios.  

In this project, the student will get to grips with the concept of homomorphic encryption and explore the use of homomorphic encryption via an available software library, to evaluate the potential and performance of these schemes.  The student will then aim to set up a software demonstrator to show how HE can be used.  


	Objectives:

· To become familiar with homomorphic encryption (HE)

· Using an existing HE software library, such as PALISADE, deploy state-of-the-art HE operations
· Quantify performance capabilities of the state-of-the-art and detect any limitations
· Set up a software demonstration of HE using an existing library
· Make recommendations on HE and associated use cases, in a summary research report


	Academic Requirements:

The scheme is open to all EEECS Undergraduates (apart from students on the BIT degree pathway and students who are due to graduate this summer)


	GENERAL INFORMATION
Each internship will last between 6-8 weeks and will pay a weekly stipend of £300. 
Accommodation and travel costs are not provided under this scheme.
Start date:  18 May (negotiable)
Duration (maximum 8 weeks – preferably from May to end of July): 8 weeks
Location:  ECIT Institute
Further information available at: http://www.qub.ac.uk/schools/eeecs/Research/ 


	Contact detail

Supervisor Name: Dr Ciara Rafferty



 
QUB Address: School of EEECS, ECIT Institute, Queen’s Road, Belfast BT3 9DT
Email:  c.m.rafferty@qub.ac.uk 
Deadline for submission of applications is Friday, 13th March 2020


	


