EEECS Summer Research Internships
School of Electronics, Electrical Engineering and Computer Science
Internships Summer 2020
	Proposed Project Title: Fast and Efficient Malware Classification using Random Encoders



	Principal Supervisor: Dr Niall McLaughlin


	Project Description: 

In the past few years, Deep Neural Networks have increasingly been used for detecting computer viruses and malware. They do this by analysing the de-compiled assembly code of malware applications to learn which patterns of instructions are indicative of malware.

However, there are some problems with this approach:

· Training the neural network takes a long time. This is compounded by the fact that frequent re-training is needed to keep the network up-to-date, so that it can always detect the latest malware. 

· The trained neural network requires a lot of memory and hence power to run. This is a significant problem for mobile devices where power and memory are limited.

To the limitations with existing approaches we would like to investigate random encoders for malware classification. Random encoders can naturally compress all the information in a large malware file into a short feature vector that can then be classified using a simple machine learning system. The classification problem is then greatly simplified and can be performed very quickly. Such an approach may be more suitable for mobile, where power efficiency, speed, and low memory usage is important.

We would like to benchmark different random encoder methods against the standard deep neural network approach. The method will be benchmarked in terms of the computation required and classification accuracy. This will be useful for the cyber-security research community and may even inform the design of future real-world malware classification systems.



	Objectives:

· Compare the accuracy of various random encoders with the standard deep neural network approach

· Investigate how to trade off accuracy for speed and memory usage

· If successful, then submit the project as a conference paper to an international cyber-security conference



	Academic Requirements:

The scheme is open to all EEECS Undergraduates (apart from students on the BIT degree pathway and students who are due to graduate this summer)


	GENERAL INFORMATION
Each internship will last between 6-8 weeks and will pay a weekly stipend of £300. 
Accommodation and travel costs are not provided under this scheme.
Start date: May 2019
Duration 8 weeks: May - July
Location: ECIT
Further information available at: http://www.qub.ac.uk/schools/eeecs/Research/ 


	Contact detail

Supervisor Name: Niall McLaughlin



Tel: +44 (0)28 9097 

QUB Address: CSB, Room 03.032
Email: n.mclaughlin@qub.ac.uk
Deadline for submission of applications is Friday, 13th March 2020



