EEECS Summer Research Internships
School of Electronics, Electrical Engineering and Computer Science
Internships Summer 2020
	Proposed Project Title: Security in/for Approximate Computing


	Principal Supervisor: Dr. Chongyan Gu


	Project Description: 

The Moore’s law is approaching its limitation, which indicates that conventional computing techniques are difficult to provide efficient computing performance for computing systems according to the restriction of power consumption. Approximate computing emerges as a promising paradigm for energy efficient designs. It is suitable for high speed and low power nanoscale integrated circuits (ICs) for many applications where high accuracies are not required and intrinsic errors are acceptable in data, such as in the application of (deep-) machine learning, image processing, communication systems and artificial intelligence (AI). It has been shown that approximate communication systems outperform to traditional communication systems in terms of efficient transmission of input through a communication channel or network. 

However, security threats have shown up to challenge approximate computing systems since the uncertainty and unpredictability of intrinsic errors during approximate execution are difficult to distinguish the final output errors if they contain malicious falsification. Approximate circuits, pure hardware logic circuits, are the most vulnerable components to hardware attacking techniques. So far, there are limited efforts focusing on providing security countermeasures for approximate computing systems. This project aims to investigate these fundamental security issues of the approximate computing and provide security approaches to the security threats.


	Objectives:

1. Understand the challenges in the new age of approximate computing, where new computing architecture have introduced new vulnerabilities of embedded devices and integrated electronic systems.

2. Understand the security approaches in addressing the security vulnerabilities in approximate computing.

3. Implement an approximate circuit design, e.g. approximate adder, approximate multiplier or approximate divider.

4. Investigate the security vulnerabilities of the approximate circuit in Objective 3 and provide countermeasures.



	Academic Requirements:

The scheme is open to all EEECS Undergraduates (apart from students on the BIT degree pathway and students who are due to graduate this summer)


	GENERAL INFORMATION
Each internship will last between 6-8 weeks and will pay a weekly stipend of £300. 
Accommodation and travel costs are not provided under this scheme.
Start date: 1st May
Duration (maximum 8 weeks – preferably from May to end of July): 
Location: ECIT, Queen’s Rd, Belfast, BT3 9DT
Further information available at: http://www.qub.ac.uk/schools/eeecs/Research/ 


	Contact detail

Supervisor Name: Dr. Chongyan Gu



 
QUB Address: ECIT, Queen’s Rd, Belfast, BT3 9DT
Email: c.gu@qub.ac.uk
Deadline for submission of applications is Friday, 13th March 2020



